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CoBpeMeHHbIe BbI30Bbl

welivesecurity - cm

Passwordless authentication:
Is your company ready to
move beyond passwords?

Are the days numbered for 1234562 As Microsoft further nudges the world away from passwords, here'’s
what your organization should consider before going password-free.

By adopting this approach for B2B and B2C operations alike, organizations can:

U Enhance the user experience: By making logins more seamless and eliminating the need for users to remember their
passwords. This could even drive improved sales if fewer shopping carts are abandoned due to login issues.

U Improve security: If there are no passwords to steal, organizations can remove a key vector for compromise. It's claimed
that passwords were to blame for 84% of breaches last year. At least, you'll be making the bad guys work a lot harder to
get what they want. And credential stuffing attacks, currently attempted in their billions each year, would become a thing
of the past.

U Reduce costs and reputational harm: By minimizing the opportunities for financially damaging ransomware and data
breaches. It will also reduce the IT admin costs associated with password resets and incident investigation. One report »
claims this could cost as much as £150 ($200) per password reset and 30,000 hours in lost productivity per year. That's \ " \ | 4 /‘-,
not to mention the extra time freed-up for IT teams to spend on higher value tasks. O - AN e
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1. Andenk-rosoc

MNoapo6bHee: https://www.securitylab.ru/news/525649.php
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2. Mynaxkum

Attrappe :: Hand

/ 4. lWMM-nnata ans
2. barapeiika yNpasneHus SPKOCTbIO

=2

,’: )
’ \ > g9
\. C? 8 18°
- A

5. Tpu aunsel ans
1. Kenka co csetognogamu 3. CeeToamog 1 MH3a noa6opa AnameTpa nyya

MogpobHee: https:/events.ccc.de/congress/2018/wiki/index.php/Main_Page
https://eadaily.com/ru/news/2020/09/14/svetodiody-kepka-i-ochki-kak-obmanut-sistemy-raspoznavaniya-lic
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3. COVID

MoapobHee: https://securityrussia.com/blog/raspoznavanie-v-maske.html
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4. 2FA — He naHaueda

Home > Techniques > Enterprise > Use Alternate Authentication Material > Web Session Cookie

Use Alternate Authentication Material: Web Session Cookie

Other sub-techniques of Use Alternate Authentication Material (4) v ID: T1550.004

Adversaries can use stolen session cookies to authenticate to web applications and services. This technique bypasses some multi-factor Sub-technique of: T1550

authentication protocols since the session is already authenticated.[! Tactics: Defense Evasion, Lateral Movement
Platforms: Office 365, SaaS
Authentication cookies are commonly used in web applications, including cloud-based services, after a user has authenticated to the service
Data Sources: Authentication logs, Office 365 audit logs
so credentials are not passed and re-authentication does not need to occur as frequently. Cookies are often valid for an extended period of
Defense Bypassed: System Access Controls

CAPEC ID: CAPEC-60

time, even if the web application is not actively used. After the cookie is obtained through Steal Web Session Cookie, the adversary may then
import the cookie into a browser they control and is then able to use the site or application as the user for as long as the session cookie is
active. Once logged into the site, an adversary can access sensitive information, read email, or perform actions that the victim account has Contributors: Johann Rehberger
permissions to perform. Version: 1.1

) . . ) - Created: 30 January 2020
There have been examples of malware targeting session cookies to bypass multi-factor authentication systems.lz]

Last Modified: 16 September 2020

MoapobHee: https://www.bleepingcomputer.com/news/security/cisa-hackers-bypassed-mfa-to-
access-cloud-service-accounts/
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5. «<XUTpocnneTeHna» KpyrnHenwmnx MeHeg)KepoB NaKeToB MR\

=== npm audit security report === e . PR i .m v . ) ‘ @
g ; " ' B 1 H .- 3 . 4 . : I y Qe
EAW npm update @progress/kendo-angular-editor --depth 1 JRCEEESIARVENERUTINEIEISEERSY Yl » : /e > \ ¢ N 4 W
High Cross-Site Scripting o \ 3
> . J S
Package @progress/kendo-angular-editor . . % SSE AR '\.,"
s . ; ik . ¢ 2 -7 ) "’\.. 29 :\ —@tquest
Dependency of @progress/kendo-angular-editor . P 4 . ®yeshian generator v
Path @progress/kendo-angular-editor by -71.
e - i N " . ; ./\ - 2 .
More info https://npmjs.com/advisories/1549 % ‘. s 2 = ok e N "

MoapobHee: https://github. com/ChALkeR/notes/blob/master/Gatherlng vveak npm credentlals md

https://github.blog/2021-11-15-githubs- commltment to npm—eoosystem securlty/
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6. ATakM Ha a1eMeHTbl loT

BUT SECURITY IS LACKING

HAVE NO DONT
ADDED SECURITY CHANGE PASSWORD

Bitdefender Box ojg

Many loT devices continue to
use default administrator
passwords, and as a result are
the #1 attack vector for hacks.

RatTrap

Q. DO YOU USE ANY SECURITY PRODUCTS Q. DO YOU REGULARLY UPDATE THE
TO PROTECT YOUR IOT DEVICES? PASSWORD ON YOUR HOME ROUTER?

MoapobHee: https://habr.com/ru/company/kauri_iot/blog/473532/
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NMpeaAnocCbiNIKu

[Mpobnembl MM B Knbepbe3zonacHOCTU peByn bTaTbl
Covid-19: BnnsgHue yganeHHou * HoBble yassumoctu OTP u MFA
PaboTbl, NTOBCEMECTHOE NPUMEHEHMe « BMOMETPUS - He NaHALLeA OT BCEFO

MaCOK, HOBble MeToabl PULLMHIA U T.A4.
* AyTeHTUPUMKaLMA «NO NoANUCKe»

YcmneHmne MHcanmgepcKmx yrpos

YcuneHume atak Ha obnavHblie cepBuUChl, 10T
n M2M

MoapobHee: https://www.anti-malware.ru/analytics/Threats_Analysis/2021-Cyber-Threats-and-Information-Security-Forecast
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ApanTuBHaaA ayTeHTUdUKaums

PelweHMe, no3BongatoLlee no onpengenéHHomMy Habopy NpPM3HaAKoB ornpenennTb
POBEHb PUCKa TeX USTN UHbIX OENCTBMM NoNb30oBaTeNd, 1 BbibpaTb
COOTBETCTBYIOLLMM cnocob/dakTop ayTeHTUdDMKaL NN,

/vaz/1o9/nginx

: : Bpenn Cobeimie O vext P URL Nonbsoearens | Onucakme Cpousocts | Mcroumuk | UserAgent Cair
228905 24082020  Mswewes [13] MinboBnox  ©3.174.220.150  /step2-1/2AJAX_QUICK_CONTACT=Y&cosmos_sjax=Y&edit=y&COD _uri=%2Fstep2-  [5482] Monan 3:6:(5:2."1D"i:26406;5:4:"CODE" N:s:4"NAME":5:63:"3ane¢3 w3 cepruduxat oT 2020-08-24 UNKNOWN block Mozilla/5.0 (Windows NT 51
13:54:12  snewmest 2 2 ODE3D _url%3D3%252F step1%252F Sunanueeis 13:54:03"5:12:"ELEMENT_NAME":5:14:"3nement"s:7:"USER_ID"i6482:5:15:"IBLOCK_PAGE_URL":5:0:"} 6.1) AppleWebKit/537.36
ancpoBnoka Bpanumoe (KHTMLL. like Gecko)

Chrome/84.0.4147.135

223004 24002020  Mswewew ] VikcpoBnox step2-1/? 482] Monaa 4"CODE"N:s:4:"NAME";5:63:"3aRexa Ha cepTucdukat ot 2020-08-24 UNKNOWN block zillal5.0 s1
12:54:08  anewmest AJAX_QUICK_CONTACT=Y&cosmos_ajax=Y&edit=y&CODE=364008back_uri=%2Fstep1%2F Suranuesiu NT_NAME":s:14:"3nemext";s:7:"USER_|D":8482:5:15:"IELOCK_PAGE_URL":5:0:"} 6.1) AppleWn
ancpoBnoka UBpanumoe KHTML, like Gecko)
Chrome/34.0.4147.135
YaBrowseri20.8.3.112
Yowser/2.5 Safari/527.36
228802 24082020  [oBaenex ] step1/2AJAX_QUICK_CONTACT=Y&cosmos_sjax=Y [8482] Nonaz 2:6:{5:2."ID":28406:5:4."CODE" N:s:4-"NAME":5:53:"33mex3 K2 CepTUdMKaT OT 2020-08-24 UNKNOWN block Mozilla/5.0 (Windows NT 51
13:5406  anewest Sumanueeis 13:64:03"5:12:"ELEMENT_NAME";5:14:"3nement";s:7:-"USER_ID":0482:5:15:"IBLOCK_PAGE_URL":5:0:"} 6.1) AppleWebK/537.38
ancoBnoka U6panumoe (KHTML. like Gecko)
Chrome/84.0.4147.135
22802 24082020  Yemewswiit [6482] Nonaz Zlogin=yes [8482] Nonaz
12:53:50 = Eumanneai Surannezi
Bparumos Bparumoe
228901 24082020  Yenewwsit 58] Murxar ] Murxar
13:50:58  =xoa ko
ewses
228900 24002020  Bsxoaws [4345] Apcewwid  5.128.235.7 2logout=yes
12:50:35  cuctems: Tapanoe
225360 24082020  Yenewswit [4345] Apcewwid  5.128.235.7 2login=yes 245] Apcemuit
13:50:119  =xon Tapancos apancoe

0 Ssxoaus 45] Vipawa  93.174.220.150
& cuctems Kowosanoea

228307 Msmenens! 5482]Monaz  92.174.220.150 /Zlogin=yes 2258
rpynne Sukanueain Kowosanoes {s:8:"GROUP_ID":5:1:" X
nonssosatena  WGparumos {5:8"GROUP_ID":s:1:"7"5:16" E_TO"5:0:™ )3 KHTML. like Gecko)

{5:8:"GROUP_ID";i:3:5:16:"D, G X AL Chrome/84.0.4147.135
{5:8"GROUP_ID";i:4:5:16:"DATE_AC YaBrowser/20.8.3.112
Buranuesis ViGparumos"} Yowseri2.5 Safari/537.36

JTABOPATOPUA N2 80 «<KUBEPDOUV3INYECKKX CUCTEM»



O pa3sBUTUM CUCTEM ayTEHTUDPUKALIUMU

[BYyX®d MBHas
aKTOPH (pUckK-
as opueH
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as (2FA) TMPOBA KX CUCTEMAX

AJanTtmBHasA B
Knbeppunsmnyec

HHasA)

JNTABOPATOPUA N2 80 «KUMBEPDOUV3INYECKIX CUCTEM»

n



ApanTuBHaa aytTeHTUPUKaLMUA ornepaTtopa
KnéepdbmsnyecKkom cuctemMbol
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Speed of recording the features in the storage
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125
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S [P| Best Best accuracy | Frequency
accuracy after of factor
for expanding the change
profile, feature space,
% %
CPS #1 12 89 91 0.5
IC=14
|A[=3 32 87 87 0.52
45 87 88 0.71
CPS #2 30 91 88 0.60
ICI=23
|A|=4 50 84 86 0.64
70 79 79 0.71
= LIRLE
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AnropurMmyeckoe obecrneyeHue

Bxopg: A 4 /
. <pp <c, 7> <P, <C, T>>
e S — COBOKYMHOCTb MHOOPMALMOHHBIX CUCTEM, Information :
Tpebylowmnx peanusaumMm ayTeHTUbUKauum systems (5) v
onepartopa: \ Select a sign for authentication ¢; € C'

S = {51, 52,y Sp}s
rae N — KONU4YecTBO TaKUX CUCTEM;

Audit (S) v

Perform y; actions to verify the 7-th attribute in

. A - MHOXECTBO BO3MOXHbIX METOO0B v the p; (<pp <c¢; y=>> €<P, <C, >>)
ayTeHTUdMKaunmn. v
. Form C:
Bbixog: V 5 €5 : Ci= {ci | ¢; — operator tag
. Ko PTEXW BUAA <p, <C, Y>>, onpegensoLme available for cot‘l::tti;rll;g the information Shape vector v; (user values obtained for the ¢;)
napbl npodunen ayTeHTudUKaumm " 1
onTMMM3MpOBaHHbIl71 n paH)KMpOBaHHbIﬁ L
Ha60p TEros n aencrems no ero ML ()
BbINMONMHEHWIKO; Compliance group !
. <6 X7 = <05 (N1 X vvoa X))
. AnropMTM afanTmBHOM ayTeHTVI(bMKaU.MM Ha
OCHOBe NONyYeHHbIX npodpunen,
OTNNYAIOLLIMNCS BO3MOXHOCTbHO y ML (v; ) < threshold
onpegeneHuna Ha6opa TEroB Ha OCHOBeE Yes No
F:<C.X>— <P.<C.1>> v v
OOCTYMHbIX cucreme METOO0B
ayTeHTI/I(bM Kauumn, C y4eTOM aHam3a Teros, He Send notifications to Authorize user
- o or
npoweguwmnx npoBepkKy. v security administrator Approve operation
v

<pr <c;. yP> € <P, <C. Y>>

Override 1.
Choose anew ¢;€C

A4
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AnroputMmmyeckoe obecneyeHue

Heobxoaumo nposoguTb aHanus3
6e3onacHOCTU NPOTOKOANA

ayTeHTUPUKauum ana MI2M

- MIiTM attacks;

- Data Integrity;

- Confidentiality;

- Replay Attack;

- Session key attack;

- Physical attack of Control Device
Disconnection
- unT.A.

i

i

it !1
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3aKJ/iloueHume

«AyTeHTUdPUKaumd, Kak u gpyrme aneMeHTbl MHPopMaLMOHHON 6e30MacHOCTH, -
3TO BCerpa roHKa BOOPYXXEHUMN.

NMpousBoauUTeNu ynydllalT CBOU CUCTEMbI, MOTOM NPpUXOAOAT XaKepbl U JIOMAIOT UX,
a 3aTéM BCe Ha'iNHaeTCd CHOBa»
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