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Abstract

In addition te a new cipher with & block length of n=128 bits
(referred to as "Kuznyechik" and described in RFC 73@1), Russian
Federal standard GOST R 34.12-2@815 includes an updated version of the
block cipher with a block length of n=64 bits and key length of k=256
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updated version of an older block cipher with a block length of n=864
bits described in GOST 28147-89 (RFC 5830). Thi:z document is
intended to be a source of information about the updated version of
the 64-bit cipher. It may facilitate the use of the block cipher in
Internet applications by providing information for developers and
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cipher for encryption and decryption.
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This document provides information about the Russian Federal standard
for digital signatures (GOST R 34.10-2012), which is one of the
Russian cryptographic standard algorithms (called GOST algorithms) .
Recently, Russian cryptography is being used in Internet
applications, and this document provides information for developers
and users of GOST R 34.10-2012 regarding digital signature generation
and verification. This document updates RFC 5832.
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Russian Federal standard GOST R 34.12-2015 describing the block
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one of the set of Russian cryptographic standard algorithms (called
GOST algorithms).
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[IOKyMeHTbl NO cTaHAapTU3auun — 3G/4G

®EAEPANBHOE ATEHTCTBO
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KPUNTOMPA®@UYECKARA 3ALLINTA UHOOPMALIUA
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HoBble HanpaBneHUsa cTaHaapTU3aLUK

3.1. KBaHTOBbBIE CHCTEMbI CBAI3H:

- 3aIUIICHHBIN MIPOTOKOJI B3aMMOJICUCTBHSA
KpunTorpaduuecko ammapaTypbl BRIPAOOTKH M paclpeecHus Kitouehd u
cpeacTBa Kpunrtorpaduyeckoil 3amuThl  MH(pOpMAINH,
MeToauuecKux pexomeHaanusax MP 26.4.004 — 2021;
mu(poBaHHOU
HCIIOJIb30BAaHUEM KBAHTOBOM KPHUIITOTpaUUECKON CETH, KOTOphIe OymayT
B pa3pabaTbiBaeMbIX B HACTOSIIEE BpPEMS METOAMYECKHUX

KBaHTOBO-
OIIMCAHHELEIA B

= KIIFOYCBLIC CHUCTCMBI ceTen CBsA3H C
OIMNCaHBbI

PCKOMCHIAIUAX ;

3.2. [TocTkBaHTOBBIE KpUNTOrpaguuecKue ajJIropuTMbl:

- CXeMa JJIEKTPOHHOW MOIMUCH, TOCTPOEHHOM Ha OCHOBE KOOB,
WCIIPABIIAIONINX OIIMOKU, KOTOpas OyaeT omnucaHa B pa3padaTbIBaeMbIX
METOJMYECKUX PEKOMEHIalIUSIX;

- cXeMa MHKAICYIAIUU KJIKoYa, TOCTPOCHHAs] Ha OCHOBE M30TCHHI
AITUNITUYECKUX KPUBBIX, KOTOpas OyaeT omucaHa B pa3pabdaThiBaeMbIX
METOJIMYECKUX PEKOMEHIAlIUSIX;

- Kpunrorpaduueckue MexaHu3Mbl, TOCTPOCHHbIE HA OCHOBE XdII-
GbyHKIMH, KOTOphle OyayT ONHMCaHbI B pa3pabaThIBA€MbIX METOAMYECKHUX
pEeKOMEeHAAIUX;

- CX€Ma AJIEKTPOHHOM MOMAMMUCH, TOCTPOCHHON HA PEUIETOK, KOTOpast
OyzeT onucaHa B pa3padaTbIBAEMbIX METOJUYECKUX PEKOMEHAUAX, U T.1.;
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MHbopMaLMOHHaR TeXHONOMMs
KPUNTOrPA®UUYECKAR SALLIUTA UHOOPMALIMK

KpuntorpadiMyeckue anropuTmel, CONyTCTBY lOWWe
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E. Alekseev
I. oshkin

V. Popov

S. Leontiev
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V. Podobaev
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D. Belyavsky
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March 2016

Guidelines on the Cryptographic Algorithms to
Accompany the Usage of Standards GOST R 34.16-2012 and GOST R 34.11-2012

Abstract

The purpose of this document is to make the specifications of the
cryptographic algorithms defined by the Russian national standards
GOST R 34.16-2012 and GOST R 34.11-2012 available to the Internet
community for their implementation in the cryptographic protocols
based on the accompanying algorithms.

These specifications define the pseudorandom functions, the key
agreement algorithm based on the Diffie-Hellman algorithm and a hash
function, the parameters of elliptic curves, the key derivation
functions, and the key export functions.

PEAEPANIBHOE ATEHTCTBO
0 TEXHUMECKOMY PETYNUPOBAHNIO U

PEKOMEHOALMM NO
CTAHIAPTHIALMW

P 132356
5.1.020-2020

WMHOPMALMOHHAR TEXHONOMUA
KPUNTOMPA®UYECKARA 3AWWTA UHOOPMALIUKA

Wcnons3osanne pOCCHRCKMX KpUnTOrpatryeckux
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2020

Independent Submission

S. Smyshlyaev, Ed.
Request for Comments: 9189

CryptoPro
Category: Informational D. Belyavskiy
ISSN: 2070-1721 Cryptocom
E. Alekseev

CryptoPro

March 2022
GOST Cipher Suites for Transport Layer Security (TLS) Protocol Version
1.2

Abstract

This document specifies three new cipher suites, two new signature
algorithms, seven new supported groups, and two new certificate types
for the Transport Layer Security (TLS) protocol version 1.2 to
support the Russian cryptographic standard algorithms (called "GOST"
algorithms). This document specifies a profile of TLS 1.2 with GOST
algorithms so that implementers can produce interoperable
implementations.

This specification facilitates implementations that aim to support
the GOST algorithms. This document does not imply IETF endorsement
of the cipher suites, signature algorithms, supported groups, and
certificate types.
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Internet Research Task Force (IRTF)
Request for Comments: 8645
Category: Informational

ISSN: 2070-1721

S. Smyshlyaev, Ed.
CryptoPro
August 2019

Re-keying Mechanisms for Symmetric Keys

Abstract

A certain maximum amount of data can be safely encrypted when
encryption is performed under a single key. This amount is called
the “key lifetime". This specification describes a variety of
methods for increasing the lifetime of symmetric keys. It provides
two types of re-keying mechanisms based on hash functions and block
ciphers that can be used with modes of operations such as CTR, GCM,
CBC, CFB, and OMAC.

This document is a product of the Crypto Forum Research Group (CFRG)
in the IRTF.

©EAEPANLHOE ATEHTCTBO
M0 TEXHWYECKOMY PEMYNHPOBAHMIO W METPONOMMM
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2016

WHopMauMoHHaA TEXHONOMHA
KPUNTOrPA®UYECKASA 3ALNTA MHOOPMALIUKA

MpoTokon BLIpaBoTkM oBlero KNioya ¢
ayTeHTUMKaUWeR Ha OCHOBE napons

Hapmde o dmiuans.Hoe

Mocxna
Craupapruncbopu
2018

Independent Submission S. Smyshlyaev, Ed.
Request for Comments: 8133 E. Alekseev
Category: Informational I. Oshkin
ISSN: 2070-1721 V. Popov

CRYPTO-PRO

March 2017

The Security Evaluated Standardized Password-Authenticated Key Exchange
(SESPAKE) Protocol

Abstract

This document describes the Security Evaluated Standardized Password-
Authenticated Key Exchange (SESPAKE) protocol. The SESPAKE protocol
provides password-authenticated key exchange for usage in systems for
protection of sensitive information. The security proofs of the
protocol were made for situations involving an active adversary in
the channel, including man-in-the-middle (MitM) attacks and attacks
based on the impersonation of one of the subjects.

P1323565.1.036.2021
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Mocxaa
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Independent Submission

V. smyslov
Request for Comments: 9227 ELVIS-PLUS
Category: Informational March 2622

ISSN: 2070-1721

Using GOST Ciphers in the Encapsulating Security Payload (ESP) and
Internet Key Exchange Version 2 (IKEv2) Protocols

Abstract

This document defines a set of encryption transforms for use in the
Encapsulating Security Payload (ESP) and in the Internet Key Exchange
version 2 (IKEv2) protocols, which are parts of the IP Security
(IPsec) protocol suite. The transforms are based on the GOST R
34.12-2015 block ciphers (which are named "Magma" and "Kuznyechik")
in Multilinear Galois Mode (MGM) and the external rekeying approach.

This specification was developed to facilitate implementations that
wish to support the GOST algorithms. This document does not imply
IETF endorsement of the cryptographic algorithms used in this
document.
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Independent Submission
Request for Comments: 9058
Category: Informational
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CryptoPro

V. Nozdrunov

V. Shishkin
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E. Griboedova
CryptoPro

June 2021

Multilinear Galois Mode (MGM)

Abstract

Multilinear Galois Mode (MGM) is an Authenticated Encryption with
Associated Data (AEAD) block cipher mode based on the Encrypt-then-
MAC (EtM) principle. MGM is defined for use with 64-bit and 128-bit
block ciphers.

MGM has been standardized in Russia. It is used as an AEAD mode for
the GOST block cipher algorithms in many protocols, e.g., TLS 1.3 and
IPsec. This document provides a reference for MGH to enable review
of the mechanisms in use and to make MGH available for use with any
block cipher.




BBICIINIM I'OCYJAPCTBEHHBIA COBET
COIO3HOI'O TOCYJIAPCTBA

JTEKPET

0T 4 HOsA0pA 2021 1. Ne 6

Muuack — Mockea

006 OCHOBHBIX HANIPABJICHHAX PeaTH3aANNH M0JI0KeHHH
JloroBopa o co3ganad Co03HOI0 rocyIapcTBa
Ha 2021 — 2023 roasl

B menax peammzanuu JloroBopa o co3gaHnn COHO3HOTO ToCyIapcTBa
oT 8 mexkadpa 1999 roxa (manee — JforoBop), a Tax:ke YHH(GUKAIIH, rapMDHthL[HH
U cOMIKeHNs 3aKOHO/IaTeIECTBA TOCYIaPCTB — yUaCTHHKOB CO3HOTO TOCyIapCTBa,

Bricmmii 'ocynapctBeHHbIH CoBeT COXO3HOTO TOCY1apCcTBa MOCTAHOBJIACT:



OCHOBHble HanpaBAeHUA peann3auymm NONOXKEHWUN

J[loroBopa o0 co3aaHnn Colo3HOro rocyaapcraa Ha
2021 - 2023 roapl

1. [Iporpamma uHTETrpaliii KHPOPMAITMOHHBIX CUCTEM MAPKHUPOBKHA TOBAPOB.

2. [IporpaMmma 110 TrapMoHM3aluuM  TpeOOBaHMM B 001acTu  OOECIEUCHUS
MH(pOpPMAIIMOHHON 0€30MacHOCTH B (UHAHCOBOM cdepe (B yacTh KomIeTeHInu banka
Poccun u HaumonaneHoro 6anka Pecnyonuku bemapycs).

3. HporpaMMa IO MHTCI'PpAlIUHN ILIATC)KHBIX CUCTCM B oOJacTu HAaIIMOHAJIBHBIX CHUCTCM
INIATCKHBIX KapT, CHCTCM IICPCIHAYU (1)I/IHaHCOBI>IX COO6H_ICHI/H>'I H pPaCucTOB, CHCTCMBbI

OBICTPBIX MJIATEKEH. . .

4, [IporpaMmma 110 HWHTETrpallid WHMOPMAIIMOHHBIX CHCTEM TOCYIapCTBEHHBIX
KOHTPOJUPYIOLIUX OPTraHOB IO MPOCIECKUBAEMOCTU TOBAPOB.



MHpacTpyKTypa naaTexkHbix KapT Col3HOro rocyaapcTsa

Mbl MTPUHAMAEM:

visa, [
MU= (D

lNporpamMmHo-annapatHbii koMreke ViPNet HSM PS — HazexHoe v COBpeMeHHOEe POCCUCKOe peLLeHne Ans

obecneueHna H6e30MacHOCTY GUHAHCOBbIX OMepaLmii B NaaTeXHbIX cucTeMax «Mups, Visa M MasterCard.

Mnatdpopma ViPNet HSM PS ycneluHo nprMeHaetcsa Ana 06paboTku MAaTexHbIX TpaH3akLMiA, NOAAePXKM IMUCCHM

DaHKOBCKMX KapT, a Takxe BbIMo/HACT (i)yHKU,VH/ LeHTPa CePTUOMKALIMK MNATEXHBIX CUCTEM.

LEHTPAJBHAIA BAHK POCCHICKOH OEIEPAITMH
(BAHK POCCHH)

) NOJOKEHHE
A epier T, « V7577

| W EFHAC N AT !
| AP APORARO . |
PerheTpadnoti \5,9’9;9[_'
o PR erehee sl pVED. |
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k #

O rpeboanunax k ofecneyennio 3aWHTL! HihopMauun
npH ocylecTBAeHHN MePeBOJOB IeHEeMHBIX CPeICTB U 0 NOPAAKe
ocyuteersaennn Bankom Pocenn KoHTpos 33 cobaionennem
TpeBoparnii K o6ecnedennio 3a AT HHGOpMALNH

MPH OCYUIECTBICHHH MepeB0J0B AeHEKHBIX CPEICTE

Hacroswmee [lonomenue na ocHoBaunK gacti 3 craten 27 degepanbHoro
3axora ot 27 mors 2011 roga Ne 161-03 «O HauuoHansHol nnatemuoi cucremMen
{Cobpanne saxorogarenscetsa Poccniickoit @epepaumu, 2011, Ne 27, o1, 3872;
2019, Ne 31, cr. 4423) yeranasnusaer Tpebopanna Kk obecneyenHio onepaTopaMy
N0 TNEpeBOAY ACHEKHBIX CPEACTB, OAHKOBCKHMH IUIATENKHBIMH ArCHTAMH
(cyBarenTamu), onepaTopaMy yCIyr HHGOPMALHOHHOTO 00MeHa, MOCTABLHKAME
MAATEKHBIX TIPHUIOKEHHH, ONePaTopaMi [IATEHHBIX CHCTEM, OLePAaTOpaMi YCIIyr
mAaTewHol  HHQPACTPYKTYPB  3AlIMTEL  MHDOPMALMH NPH  OCYLUCCTBICHHH
MEPEROOR JIEHEKHBIX CPEICTE, 8 TAKKE HOPAI0K ocywecTierna bankom Poccun
KOHTPO/1A 3 cobunojienuen Tpefopanuil k ofecrnedentio 32 Tal MHHOPMALHM 1p#H
OCYINECTBICHHH [EPEBOJOB JICHEWHEIX CPEICTE B PAMKAX OCYLIECTEINEMOID

bankom Poceun Haji30pa B HallMOHAALHOW MAaTEAHOH cHCTEME



3almLLIEHHbIe TEXHONOrMKU A0CTYNa K MHGOPMaLIMOHHbBIM
pecypcam Colo3HOro rocyapcrsa
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YyeT pecypcoB Ha 6a3e TexHonornm NHTepHeTa Bellei

T,

e -

MPABHTEJILCTBO POCCUICKON ®ENEPAIIAN
NOCTAHOBJEHUE

ot 19 mona 2020 r. Ne 890

MOCKBA

O nopuake npe1ocTaB/ieHNus JOCTY A
K MHHHMAALHOMY HaGopy GyHKURI HHTENeKTYAILHBIX CHCTEM
Yuera MIEKTPHYECKoH JHeprun (MOmMHOCTH)

B cooreercTBHH ¢ (PefepaibHEIM 33KOHOM ) IEKTpOIHepreTHERe"
Mpaeutensetro Poccuiickoli MenepaiminocTanoBARe T

. ¥Yrepants  npunaraembie  [lpaBkna npefocraslieHns  Ioctyna
K MHHHManbHOMY Halopy O@YHKUHE HHTEMIEKTYANBHEIX CHCTEM  yuera
INEKTPHUECKOH IHEPIHU (MOLIHOCTH).

2. MunuctepeTsy sHepretrn Poccniickoii Menepamin:

HE MNo3gHes 12 MECHLIEE CO JHH BCT}!‘HHEHHE B CII.I',I'}" HACTOALLETO
MOCTAHOBIEHHA YTBEPOHTE METOJMKY M TOPAIOK KOAW(HKALMH MecT
YCTAHOBKH MPHOOPOB YYETa JNEKTPHYECKOH JHEPrHH M TOHYEK MOCTABKH
INEKTPHIECKO IHEPIHH;

M0 COrNACOBAHHIO ¢ MHHHCTEPCTBOM UMQPOBOrO pa3IBHTHSA, CBAIH
H MaccoBBIX KOMMYHHKalWi Poccuiickeil ®enepaunm no | saueapa 2021 r.
YTEEPAHTE TepedeHb H CNeUH(HUKALHIO JAMIIEHHEX TPOTOKONOE MepenaydH
[AHHBIX, KOTOpHIE  MOI ObITE  MCMONB30BAHBI  JUIS  OPraHH3aLMH
HHpopMalMolHoro  ofMena MeKIy BIANENbUAMH M [OIB30BATCAAMH
HHTEANEKTYAIBHBIX CHCTEM yHeTa IEKTPHYecKoH SHeprd  (MOLIHOCTH),
H pPaIMECTHTs WX Ha ohHIHANBHOM caiite MHHHCTepCTBA  IHEPreTHKH

Poccuiickoit Penepauny B MH(OpMaLHOHHO-TENCKOMMYHHKAIMOHHOH ceTH
"HuTepHet";

cosMecTHo ¢ DepgepanbHoii  cayxGoit  GesonmacHocTH  Poccuiickoii
Menepaumn, PenepanbHoi  caykO0H N0 TEXHHHECKOMY M 3KCIOPTHOMY
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